
360° Cyber Security & Networking
Our experience. Your benefi t.

SECURE YOUR 
BUSINESS



OUR PARTNERS

Whether cyber security, cyber risk resilience, governance, risk and compliance, digitalisation or cloud –
the growing challenges can only be met with a holistic cyber security strategy. The modular structure 
of the services offered by InfoGuard equally takes into account technologies, processes and your em-
ployees. Our long-standing experience in the field of security consulting based on ISO 27xxx and NIST, 
penetration testing, attack simulation and awareness, together with the top-class expertise of our 
specialists ensure the smooth interaction of all elements.

SECURITY CONSULTING SERVICES
 IDENTIFYING AND MANAGING RISKS

specialists ensure the smooth interaction of all elements.
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Strategy, Concept, Design & Review

Data Protection | Security O�cer as a Service

ATTACK SIMULATION

CYBER THREAT ASSESSMENT

• Cyber Security 
Strategy

• Cyber Risk Resilience
• IT, Cloud & Security Governance

• Risk Management
• Digital Risk Monitoring

• Supply Chain Risk Management
• Compliance Management (IKS, E-DSG &

DSG, EU GDPR, PCI DSS, FINMA, SWIFT, PSD2)
    • GRC, ISMS & DSMS Management Platform

• ISMS ISO 27001
• Certification Guidance
 (ISO 27001, ISO 27799, 

ISE 62443, CMMC, PCI DSS, 
ePrivacy)

• Cyber Security Framework (NIST)
• Data Protection Management
• BCM | Tabletop Simulation

• Cloud | M365 | Azure | 
AWS Security

• IoT | Industry 4.0 | OT | 
Smart Infrastructure

• Blockchain | Smart Contracts
• PAM | IAM | PKI
• SOC Concept & Design
• Network & Security 

Architecture | Zero Trust
• Vulnerability Management
• SAP Security

• Cyber Security Audit
• Governance Audit
• SWIFT Audit
• Resilience Audit

• Red-Teaming | 
TIBER EU

• Purple-Teaming

• Exploit Research
• Malware Reverse 

Engineering

• Internal | External
• NAC | WLAN | Network 

Infrastructure
• Active Directory Audit
• Cloud | Container
• Client | Server
• E-Mail | Webproxy Audit

• Security Awareness
• E-Learning
• Live Hacking
• Management Workshop
• Social Engineering
• Phishing Simulation

• IoT | ICS | SCADA
• Application (Web, API, Fat)
• Mobile App iOS & Android
• Source Code Review
• Protocol Analysis
• Smart Contracts

PENETRATION TESTING

WDM,
Layer 2 
Encryption,
Timing & 
Synchronisation,
NFV

Firewall, Container 
& Cloud Security, 
Endpoint Security, 
Sandbox, SOAR, 
SASE, 
Threat Intelligence

AI-based 
Networking, 
Firewall

Firewall, SD-WAN, 
Remote Access, 
NAC, WLAN, Sandbox, 
2FA, Endpoint, 
E-Mail Security

Fabric, Routing,
Switching,
NAC, WLAN, NMS

LAN, WLAN, NAC Web Gateway 
on Premise & Cloud, 
CASB

Load Balancing,
Edge Security

ADC, WAF,
Secure Web Gateway,
Cloud/Access
Federation, DDoS

Network Visibility & 
Analytics

Remote Access,
NAC, Mobile Security



Efficient network and security infrastructures must achieve an optimum balance of performance, 
security and costs. This is only possible when all of the components are perfectly aligned with one 
another. InfoGuard offers a complete portfolio of leading security, network and cloud solutions for 
conventional, virtualised, containerised and cloud infrastructures. To ensure this, we work with the 
leading manufacturers in the industry. Our experienced, certified experts are there to offer their 
support from architecture and design through to engineering and integration, all the way through to 
operation on-premise, in the cloud or as managed service.

NETWORK & SECURITY SOLUTIONS
 PROTECTING AND OPTIMISING ICT INFRASTRUCTURES

support from architecture and design through to engineering and integration, all the way through to 
operation on-premise, in the cloud or as managed service.

ADVISORY

Engineer as a Service

Architect as a Service
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• Endpoint Detection & 
Response (EDR)

• Endpoint Protection Platform 
(EPP)

• Vulnerability Management
• Compliance Management

• Asset Management
• Remote Access

• File Encryption
• Mobile Device
  Management & Security

• Multi Factor | 
Risk based Authentication

• Permission Governance
• Cloud Access | SSO
• IAM | CIAM | EIAM
• Privileged Access 

Management
• Hardware Security Module 

(HSM)

• Firewall | IDS | IPS
• FW Policy Management

• CASB
• WAF | Reverse Proxy

• Web & E-Mail Security
• E-Mail Encryption

• NG Sandbox
• ADC | Load Balancing

• DDoS Protection

• LAN | WLAN
• SD-WAN

• Firewall
• NAC

• IPAM | DNS & DHCP |   
DNSSEC
• Measuring Services 

(LAN | WLAN)
• IT Service Monitoring
• Vulnerability Management

• Hybrid Cloud | Multi Cloud | DC
• Switching | Routing | Firewalling
• Container & Cloud Security
• Cloud Access Security Broker (CASB)
• Secure Access Service Edge (SASE)
• WDM & High Speed Encryption
• Network Functions Virtualization (NFV)
• Application Delivery Controller (ADC)
• Timing & Synchronisation
• Fiber Monitoring

• Endpoint Detection & Response (EDR)
• Network Detection & Response (NDR)
• SIEM
• User & Entity Behaviour Analytics (UEBA)
• Network Visibility & Analytics
• SOAR
• Cyber Threat Intelligence
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Strategy, Concept, Design & Review

Data Protection | Security O�cer as a Service

ATTACK SIMULATION

CYBER THREAT ASSESSMENT

• Cyber Security 
Strategy

• Cyber Risk Resilience
• IT, Cloud & Security Governance

• Risk Management
• Digital Risk Monitoring

• Supply Chain Risk Management
• Compliance Management (IKS, E-DSG &

DSG, EU GDPR, PCI DSS, FINMA, SWIFT, PSD2)
    • GRC, ISMS & DSMS Management Platform

• ISMS ISO 27001
• Certification Guidance
 (ISO 27001, ISO 27799, 

ISE 62443, CMMC, PCI DSS, 
ePrivacy)

• Cyber Security Framework (NIST)
• Data Protection Management
• BCM | Tabletop Simulation

• Cloud | M365 | Azure | 
AWS Security

• IoT | Industry 4.0 | OT | 
Smart Infrastructure

• Blockchain | Smart Contracts
• PAM | IAM | PKI
• SOC Concept & Design
• Network & Security 

Architecture | Zero Trust
• Vulnerability Management
• SAP Security

• Cyber Security Audit
• Governance Audit
• SWIFT Audit
• Resilience Audit

• Red-Teaming | 
TIBER EU

• Purple-Teaming

• Exploit Research
• Malware Reverse 

Engineering

• Internal | External
• NAC | WLAN | Network 

Infrastructure
• Active Directory Audit
• Cloud | Container
• Client | Server
• E-Mail | Webproxy Audit

• Security Awareness
• E-Learning
• Live Hacking
• Management Workshop
• Social Engineering
• Phishing Simulation

• IoT | ICS | SCADA
• Application (Web, API, Fat)
• Mobile App iOS & Android
• Source Code Review
• Protocol Analysis
• Smart Contracts

PENETRATION TESTING

Endpoint-, Server- & 
Cloud Security, Mobile 
Device Management

Hardware
Security Module

E-Mail Security,
Open DNS, 
MFA

Permission & 
Data Governance, 
Management of 
unstructured Data.

Privileged Account 
Security

Hardware-
based 
execution 
environment

Network Detection &
Response (NDR), 
Detect for Microsoft 
365

E-Mail Encryption & 
Signing, Large File 
Transfer

WAF, cIAM, 
MFA

Multi Factor & Risk
based Authentication

IAM, MFA, SSO



Today companies have to assume that cyber attacks not only occur, but that they also succeed. 
Therefore, in addition to prevention, the detection of incidents are becoming increasingly important. 
This is why effective prevention measures combined with detection and incident response services are 
becoming increasingly important. Certified in accordance with ISO 27001 and ISAE 3000 Type 2 verified, 
our Cyber Defence Center in Switzerland combines top-class expertise and the latest technologies with 
the long-standing experience of our security experts and threat analysts. Our cyber defence services 
protect your on-premise, cloud, IoT and OT infrastructures around the clock.

NETWORK & SECURITY SOLUTIONS
 PROTECTING AND OPTIMISING ICT INFRASTRUCTURES

CYBER DEFENCE SERVICES
 DETECTING AND ELIMINATING CYBER ATTACKS 7×24

TECHNOLOGY

PREVENT
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TE
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Managed Detection & Response

SOC as a Service
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• Support Services
• Managed Services
• Cloud Services 
• Outsourcing

• Endpoint Detection & Response (EDR)
• Threat Hunting
• Cyber Threat Intelligence
• IR Prevention & Detection Feed

• Endpoint Protection 
Platform (EPP)

• Vulnerability 
Management

• SIEM
• Network Detection &

Response (NDR)
• Digital Footprint Risk 

Exposure Monitoring

• Compromise 
Assessment

• Threat Analysis
• Incident Response 
• Forensics
• Recovery

OPERATIONS
CENTER

CYBER DEFENCE CENTER
SWISS CDC

ISAE 3000 TYPE 2

ISO 27001

Digital Footprint Risk 
Exposure Monitoring, 
Supply Chain Risk 
Management

Enterprise Mobility 
Management,
Mobile Device 
Management

Advanced 
Malware 
Protection

ICS & 
SCADA 
Security

EDR, Endpoint 
Management & 
Security

GRC, ISMS & 
DSMS 
Management 
Platform

DDoS Protection for 
Service Provider & 
Enterprises

Vulnerability 
Management, 
OT Security

SIEM (QRadar)Log Management &
Operational Intelligence,
SIEM, Security &
Big Data Analytics,
SOAR

IP Address 
Management, DHCP, 
DNS & Secure DNS

SOAR



INFOGUARD – THE SWISS 
CYBER SECURITY EXPERT
 INFOGUARD SPECIALISES IN COMPREHENSIVE CYBER SECURITY

InfoGuard is an independent company with his headquarters in Baar. You can benefit from our  
experience, professionalism and reliability in the auditing, consultation, architecture and integration 
of leading security, network and cloud solutions. We deliver innovative managed and cyber defence 
services from our InfoGuard Cyber Defence Center located in Switzerland.

CYBER DEFENCE CENTER
SWISS CDC

SECURITY EXPERTS
IN ZUG AND BERN

150+

SECURED BY INFOGUARD

BANKS

OF THE TOP22 30
INDUSTRIAL
ENTERPRISES

OF THE TOP

5038

HEALTH CARE
PROVIDERS

OF THE TOP

2013

INSURANCE
COMPANIES

OF THE TOP

2015

INFOGUARD INNOVATION & EDUCATION

DATA CENTER
SWISS DC

ISAE 3000 TYPE 2

ISO 27001
OWNED BY THE SWISS
MANAGEMENT

100%

UNIVERSITIESVULNERABILITIES, 
RESEARCH &  
EXPLOITS (VUREX)

12 IT APPRENTICESTHREAT
DETECTION &
RESEARCH
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InfoGuard AG
Lindenstrasse 10
6340 Baar / Switzerland
Phone +41 41 749 19 00

Offi  ce Bern
Stauff acherstrasse 141
3014 Bern / Switzerland
Phone +41 31 556 19 00

INFOGUARD.CH

CYBER SECURITY 
IS A MATTER OF TRUST
CUSTOMERS ACROSS A WIDE RANGE OF INDUSTRIES 
RELY ON US.

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera
Confederaziun svizra


